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1.0 SMTP Protocol

« The Simple Mail Transfer Protocol (SMTP) is an internet standard communication protocol for
electronic mail transmission. Mail servers and other message transfer agents use SMTP to send and
receive mail messages. Discover the SMTP protocol, find all the commands to send a mail. “

m SMTP E SMTP
—

you SMTP server

the internet

POP/IMAP server user
SMTP commands
SupportedSupported
Subcommandby SMTP by CSSMTP Description Reference
Server  application
Defines
information
DATA YES YES as thedata DATA command: Define the following information
text of the
mail body.
Identifies the
domain name
EHLO NO YES of the EHLO command: Identify the domain name of the :
sending host
to SMTP.
Verifies
EXPN YES NO whethera  Command is not implemented

mailbox


https://www.ibm.com/docs/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.halu001/cssmtpdata.htm#cssmtpdata
https://www.ibm.com/docs/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.halu001/cssmtpehlo.htm#cssmtpehlo

SupportedSupported
Subcommandby SMTP by CSSMTP Description Reference
Server  application

HELO

HELP

MAIL FROM

NOOP

QUEU

QUIT

RCPT TO

RSET

STARTTLS

TICK

YES

YES

YES

YES

YES

YES

YES

YES

NO

YES

YES

NO

YES

NO

NO

YES

YES

YES

YES

NO

exists on the

local host.

Identifies the

domain name

of the HELO command: Identify the domain name of the :
sending host

to SMTP.

Provides help

with SMTP  Command is not implemented

commands.
Specifies the
mail sender.
Returns a 250
OK return
code when = Command is not implemented
SMTP is

responding.

Gets

information

about mail

that is Command is not implemented
queued at
SMTP for
delivery.
Stops SMTP
processing.
Specifies the
mail RCPT TO command: Specify the recipients of the ir
recipients.

Resets the

SMTP

processing to RSET command: Reset the SMTP processing to the
the initial

state.

Tells the

CSSMTP

application

that the

SMTP server STARTTLS command: Indicate the ability to negot;
is currently

able to

negotiate the

use of TLS.

Inserts an

identifier into Command is not implemented

the batch

MAIL FROM command: Specify the sender of the nn

QUIT command: End SMTP processing



https://www.ibm.com/docs/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.halu001/cssmtphelo.htm#cssmtphelo
https://www.ibm.com/docs/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.halu001/cssmtpmf.htm#cssmtpmf
https://www.ibm.com/docs/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.halu001/cssmtpquit.htm#cssmtpquit
https://www.ibm.com/docs/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.halu001/cssmtprto.htm#cssmtprto
https://www.ibm.com/docs/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.halu001/cssmtprset.htm#cssmtprset
https://www.ibm.com/docs/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.halu001/cssmtpstls.htm#cssmtpstls

SupportedSupported
Subcommandby SMTP by CSSMTP Description Reference
Server  application

SMTP
response data
set.
Enables or
disables
verbose
mode.
Note: VERB
ON can cause

VERB YES NO spool Command is not implemented
problems for
SMTP if the
REPLY
TO: user is
not a valid
NJE node.user.
Verifies
whether a

VRFY YES NO mailbox Command is not implemented
exists on the
local host.



1.1 Send a mail

B

Category:

—|-Session Basic options for your PuTTY session
.. Logging
—|- Terminal
- Keyboard HostMName (or IP address) Port
- Bell 10.130.25.239 25
- Features
—|- Window
- Appearance ()ssH  (Oseral @ Other  Raw v
- Behaviour
- Translation Load, save or delete a stored session
+-Selection
.. Colours
—|-Connection
- Data Default Settings Load
- Proxy
+-SSH Save
- Serial
- Telnet Delete
- Rlogin
- SUPDUP

Specify the destination you want to connect to

Connection type:

Saved Sessions

Close window on exit:
(JAways € Never () Only on clean exit

About Help Open Cancel
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To connect you must use port 25

Step 1: Declare your domain name or IP address

You can set name.local.domain or whatever you want in 'HELO', because the server does not check
its authenticity, this is one of the drawbacks of this protocol.

> HELO local.domain.name

Step 2: Set the sender's email address

> MAIL FROM: sender@adress.ext

Step 3: Set the recipient's email address

> RCPT TO: recipient@adress.ext

Step 4: To write the message, type DATA and press Enter
> DATA

Step 5: On the first line, type "SUBJECT: Your Subject" and press "Enter" twice
> SUBJECT: Test message

Step 6: Continue typing your message

Test mail smtp server
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Step 7: Put a single dot (.) on a line and press "Enter" to send your message.

>,

Step 8: Close the connection

1.2 Send a mail outside the server

ﬁ Al

Category:
T-Session Basic options for your PuTTY session
H - Logging Specify the destination you want to connectto
—- Terminal
[ Keyboard Host Name (or IP address) Port
- Bell 10.130.25.239 25
i _WmF:OE:::”ES Connection type:
i i-Appearance (88H (O Seral @Other Raw ~
Behaviour
- Translation Load, save or delete a stored session
f-Selection Saved Sessions
i - Colours
=}-Connection
- Data Default Settings Load
Proxy
-S5H Save
- Serial
Telnet Delete
- Rlogin
- SUPDUP
Close window on exit:
O aways @ Never () Only on clean exit
About Help Open Cancel
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First, we identify ourselves to the server with the command "HELO" followed by a name.

Then we use the command "AUTH LOGIN" to connect to the server.

The server asks us to enter a username and a password in Base64.

The username was "student" and the password "hessovs!"

student = c3R1ZGVudA==

hessovs! 2 aGVzc292cyE=

Once connected to the server with the response " 235 2.7.0 Authetication susscessful", we can enter

the following command "MAIL FROM" followed by an email address to choose the email address

with which we will send the mail.

Then we enter the command "RCPPT TO" with the email addresses to choose our recipient.



Once the recipients are noted, we use the DATA command.

It is important to define a Message-ID in the header in order not to be rejected by Google's servers.
Then we have to put the command From to know with which address we are going to send the mail.
Then we put TO for the recipients.

Then it is like the previous point, we enter the command Subject: my subject.

Then, we write our message, once finished, we press ENTER and we put a dot and we do ENTER

again.
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